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Quadruple helix approach UNA CIUDAD CONECTADA
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Madrid Digital Office CEDINT-UPM

Universities and R&D

Citizens centres. .

Civil servants Professional education

NGOs and associations Primary and High
Digital schools

o . City Pilots
Civil society/users Twin b Y Research and Education



Goals

loT:LAB

UNA CIUDAD CONECTADA

Harmonize future smart city implementations.

o ldentify open, neutral and interoperable loT protocols and data models:
technical requirements.

o Enable interaction among municipal services.

Boost Public-Private Innovation towards optimization and
competitiveness:

o Technological providers: devices, platforms, solutions, 5G operators.
o Municipal services providers: management, applications, city platform.
o Citizens: end user engagement & gamification.

o Training and education: new skills for students and unemployed.

o GovTech: digital government transformation.

Urban Smart Spaces as living labs:
o Laboratory environment.
o  University campus controlled environment.
o Real urban environment (one in each of the 21 city districts).
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SECURITY AND UNA CIUDAD CONECTADA

EMERGENCY “\‘

citizen safety and improve emergency response.

Working Groups: Services

URBAN

2 ENERGY :

- ¥ FACILITIES

Energy management ores types aldacilities Management and maintenance of furniture, fountains,
@ P E O P L E galleries, tunnels and other city facilities.

Interaction of people and their devices with those of
the city's loT and municipal services.

® NETWORK

GREEN AREAS,
® PARKS, AND
GARDENS

URBAN SPACES

e - e bl For the interconnection of the elements in the network,

lonitoring of licenses, authorizations, responsible =

declarations and previous communications to verify gatewa*s a neededv to securely link the elements Monitoring and management of equipment and facilities
" _ b ) located in one area with the rest of the network and s Ln0 as woll Be Haes flora and fauna.

compliance (urban planning, activities, taxes, public with the manag: nt and operation platforms. SRR T

o LIGHTING

tatens moiaekee CLEANING AND
4 : WASTE

road occupations).

~

= MOBILITY

MANAGEMENT

Monitoring of containers, garbage cans, garbage cans,

ﬁ E N VI R O N M E N T sweepings, sweeping, and clean points.

Monitoring of biodiversity air quality, atmospheric
conditions, and light pollution.

Management of elements related to urban mobility (e.g.
SER, APR, ZBE, parking spaces, connected traffic lights,
EMT, BiciMad).
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Indoor Laboratory: testbed and control panel
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Outdoor Laboratory: Smart space in a controlled area =

UNA CIUDAD CONECTADA

»
Atmospheric conditions e $ ~ 3 4 . ‘
Measurement of different parameters such as 3 = ol > = 2
temperature, humidity, rainfall, solar rodiation, > 2
and wind speed.
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RV/AR Laboratory: Dlgltal Twin development UNA CIUDAD CONECTADA
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Smart Spaces in Madrid Clty UNA CIUDAD CONECTADA
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SUS#1 CASA DE CAMPO

The Large Gate at the entrance to the Casa de Campo Fairgrounds has been proposed as the first deployment of a first
Smart Urban Space (SUS) in the city. This demonstrator space will allow citizen interaction with the possibilities of loT
technology, and involves addressing the need for interoperability between various Municipal Areas. The objective is to achieve
the best personal experience with the services provided by the City Council, and to know its future.

o a-_"

SUS#2 VALDEMINGOMEZ ol

Jif
The Valdemingémez Technology Park is a very important industrial environment for the city of Madrid. Together with its Visitor = . { = ¥ E r i F
Centre, this Smart Urban Space integrates safety in mobility, energy efficiency and environmental quality control, and opens . . ot BRI o
the way to many sustainability-oriented projects. N

SUS#3 MERCAMADRID

MERCAMADRID, the largest market in Spain, feeds the city and its area of influence. Its frenetic and early moming activity
takes place in a highly optimised physical space, where the application of loT is associated with 5G SA, the autonomous
vehicle (for people and goods) and energy efficiency (photovoltaic production, data market, smart consumption).
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SUS#1 Casa de Cam po UNA CIUDAD CONECTADA

Outdoor exercise facilities

Parks and green areas

Mobility cameras

Parking areas

Waste bins and cans

VR digital twin experience

Street lighting fixtures

Citizens interaction

20 @O0 O00Q

Bike lane

Integration in a 5G corridor
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SUS#2 Valdemingomez

FABRICANTE

Denominacidn Secial:

Direccion fisica:

Schréder.

SCHREDER SOCELEC SA

Pol Ind. El Henares - Av. Roanne 66
19180

Marchamalo (Guadalajara), Espafia

+34 9 49 32 50 80

Pagina WEB: https://sp.schreder.com/es
Mail de contacto: mailto://comercialspain@schreder.com
EQUIPO

Clasificacion:

Luminaria viaria > Luminarias Post-top

Denominacién:

IZYLUM

Referencia comercial:

Version / fecha de
comercializacién:

Imagen

URL del producto:

https://sp.schreder.com/es/productos/iluminacion-led-

exterior-izylum

Caracteristicas:

Altura recomendada para la instalacion: & - 15 m,

ZONA/|UNEA [IDE
IDE CM__|ELECTRI |LUMINA |MODELO . .
01-03-01 1 3 1|VERA S VRS 60 ROAD 111 500mA 4000K 60W - HISPALED Temperatura de funcionamiento: -402C a +552C.
01-03-02 1 3 2|VERA S VRS 60 ROAD 111 500mA 4000K 60W - HISPALED
01-03-03 1 3 3|VERA S VRS 60 ROAD 111 500mA 4000K 60W - HISPALED .
01-03-04 1 3 4|VERA'S VRS 60 ROAD 111 500mA 4000K 60W - HISPALED Madulo de LEDs: 40 LEDs.
=1 \ 01.03.05 1 3 5|LEDROAD-ST-P2- 4000k 80W - OPPLE
or-02-12) 01-03-06 1 3 6JLEDROAD-ST-P2- 4000k 8OW - OPPLE Sensores: Como miembro fundador del consorcio Zhaga, Schréder ha
¢ oF " 01-03-07 1 3 7|LEDROAD-ST-P2- 4000k 80W - OPPLE L L. ) ey
< 010308 1 3 8| LEDROAD.-ST-P2- 4000k SOW - OPPLE participado en la creacién del programa de certificacion Zhaga-
o011 01-03-09 1 3 9|LEDROAD-ST-P2- 4000k 80W - OPPLE D4i y en la iniciativa de este grupo para estandarizar un
01-03-10 1 3 10| LEDROAD-ST-P2- 4000k 80W - OPPLE )
< 01-04-01 1 4 1]ALFUMGO AE 4000K 60W - BENITO ecosistema inferoperable.
'01-04-02 1 4] 2|VEKA S 4000K 53,1W - CARANDINI ANEXO |: CHECKLIST LUMINARIA
01-04-03 1] 4 3[VEKA S 4000K 53,1W - CARANDINI . -
01-04-04 1 4 4|VEKA 'S 4000K 53,1W - CARANDINI Conector Zhaga superior Si
01-04-05 1 4 5|VEKA S 4000K 53,1W - CARANDINI Conector Zhag_a inferior Si
01-04-06 1 4 6|VEKA S 4000K 53,1W - CARANDINI -
01-04-07 1 4 7|VEKA'S 4000K 53,1 - CARANDINI Protocolo Dali4 St
01-04-08 1 4] 8|VERA S VRS 60 ROAD 111 500mA 4000K 60W - HISPALED Alimentacién 220 - 240 V
01-04-09 1 4 9|VERA S VRS 60 ROAD 111 500mA 4000K 60W - HISPALED -
01-04-10 1 4 10|VERA S VRS 60 ROAD 111 500mA 4000K 60W - HISPALED Control con nodo loT, Si
| 01-05-01 1 5) 1|ALFUM60 AE 4000K 60W - BENITO Control con sensor PIR Si
01-05-02 1 5 2[ALFUMG0 AE 4000K 60W - BENITO P <
01-05-03 1 5 3|ALFUM60 AE 4000K 60W - BENITO Descubrimiento en Plataforma loT. Si
Pt - - -
01-05-04 1 B 4|ALFUMG0 AE 4000K 60W - BENITO Apertura sin herramientas Si
01-05-05 1 5 5| ALFUME0 AE 4000K 60W - BENITO
- 01-05-06 1 B 6/ ALFUMG0 AE 4000K 60W - BENITO
orazea] 010507 1 B 7|TECEO 130 LEDS 800mA 4000K 6ptica 5303 77W - SOCELEC
1\ | o10e0d) 01-05-08a 1 5 8[TECEO 1 30 LEDS 800mA 4000K 6ptica 5303 77W - SOCELEC
f y T A 01-05-08b 1 5 8[TECEO 1 30 LEDS 800mA 4000K dptica 5303 77W - SOCELEC
\ T s rms 01-05-09a 1 5 9|TECEO 1 30 LEDS 800mA 4000K Gptica 5303 77W - SOCELEC
g 010504 |  \ 010508 \O1-0401 /A 01 0400 / 01-05-09b 1 5 9[TECEO 1 30 LEDS 800mA 4000K dptica 5303 77W - SOCELEC
Nt = . — 01.05-10a 1 5 10|TECEO 1 30 LEDS 800mA 4000K Optica 5303 77W - SOCELEC
01-05-10b 1 B3 10[TECEO 1 30 LEDS 800mA 4000K 6ptica 5303 77W - SOCELEC
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SUS#3 MercaMadrid
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loT Network ReferenceArchitecture

UNA CIUDAD CONECTADA

‘loT:LA

< . _ B
Smart City Services
Environmental Public lighting Wasting management
monitoring
Presence control Parking Irrigation control
& J/
|
- ™
IoT Platform Layer
9 TALQ FI-WARE One M2M )
|
/ IoT Networks \
uCIFI Data Model Data model
(LwM2M, IPSO, CoAP, CBOR) Layer
iCIFI MESH Cellular STAR  LoRaWAN m—
\ -(Wi-SUN) (NB-IoT) STAR
Urban elements and Iot devices g
N —_t )y =

7
? () ?
(O )

8
>,
lsgR

Dhbjoct Nama [TD | Instances | Object URN
Temperature Sensor | 3303 | Multiple | wre:oms:] w3303
Hesource ID | Oper. | Mandatory | Type | Units Description
Gensar Value | 5700 R Mandatory | Float | Defined by | Current  measured
[ | | | | “Units” resounce  sensor value
Min Measared | 5601 | R Optional Flont | Defined by | The minkmum vale
Value “Units” resource  messured by the sen-
sor sinoe power (N
| Max Mensured | 5802 | R | Opticnal Flont | Defined by  The maximum vlue
Valuae “Units” resource | measared by the sen-
Bof alnes power ON
[ Min  Range | 5603 | R | Opticnal | Flont | Defined by | The minimum vale
Vil “Units” resource | that cnn be mensered
| Max  Hange | 5604 | R | Opticnal | Float | Defined by | The maximum valme
Vilue “Units™ resource  that can be measired
| Semsor Units 5701 | R | Crptional | Sering | " Mensurement  umits |
definktlon eg “Cel”
for oelsius
| Fset Min and | 5605 | E | Opticnal | String | Heset the min and
M Mensured max measunes] wlues
Vilm=

tor current valoe
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Cybersecurity UNA CIUDAD CONECTADA

Collaborative work: between Madrid City (CCMAD) and UPM (GB2S and RSTI R&l
Groups).

Global focus: cybersecurity threats in all loT layers within a Smart City.
Real implementation: theoretical analysis and experimental validation in EUls.

loT devices and communications 5G environments
UPM ©

RSTI

Centro de
Ciberseguridad

C M A D Ayuntamiento
de Madrid

Cyber-situational awareness



Cybersecurity

Cybersecurity for IoT devices and communications

loT:LAB :

UNA CIUDAD CONECTADA

7o &

Theoretical analysis of
loT ecosystems and
within the Smart City
paradigm

ek

Development of
evaluation
methodologies

Experimental testing
and validation

Cybersecurity for 5G environments

I

Vulnerability analysis

=z D

5G Security
architecture analysis

Study on threats and

Virtualized security
security challenges in

testing infrastructure

Laboratory threat

testing
5G design
Cyber-situational awareness for Smart Cities
P ~ . s |
@ J
B & 2
N ’ od Lo

Analysis of risk
management
methodologies

Design of control Intrusion detection
console for assets based on Al
monitorization

Al integration in
decision-support
systems

—

/ Lightweight cryptography \

(extreme conditions)

Suitable ciphers selection:

* ASCON -new standard-
(symmetric)
Elliptic Curves (asymmetric)

Security analysis:

Conventional cryptological
attacks

\ * Side channel attacks /




Cybersecurity
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UNA CIUDAD CONECTADA

Requirements Checklist

2.1. Componentes del dispositive

2.1.1. Unidades de proceso
2.1.2. Memoria
2.1.3. Firmware ) )
2.1.4. Servicios de intercambio de datos Software, firmware y unidades de proceso 3.1.2 Config i5n de di i oT
.2, onfiguracion de dispositivos lo
2.2.  Interfaces del dispositivo (%] b
i — w—s Requisito Descripcion
2.2.1. Interfacesinternas Id RB{IUISItO Descrlpclon q 4 P - i
2.2.2. Interfaces fisicas (M2M) . e " - — 2.1 Control de El dispositive cuenta con mecanismos de
R 1.5.1 Disponibilidad de | En general se deberian deshabilitar o eliminar L .
2.2.3. Interfaces inalambricas (M2M) , , : ) acceso para autenticacion y autorizacion para el acceso
2.2.4. Interfaces de usuario (H2M) funcionalidadesy | todas las funcionalidades o software no configuracién que permita realizar cambios de
2.3. Descripcién general del modelo software? no gvlacesa_;_lo para el funcionamiento del configuracion (incluyendo parametros
3. Listado d = necesario ISposfivo. criticos de seguridad) a través de alguna
- istado de requisitos — - — "
1.5.2 Privilegios Los dispositivos deben ejecutarse con el interfaz (fisica, inalambrica, de usuario)
- . - " ) s s n == B B ' : .
3.1.  Requisitos técnicos minimos minimo nivel de privilegio posible para su 2.2 Configuracion Si un dispositivo puede configurar la
3.1.1. Identidad de dispositivos y sistemas loT ; : : . "
3.1.2. Configuracién de dispositivos loT fum_}mna@_lento. : entre dispositivos | seguridad de otro dispositivo en el entorno
3.1.3. Almacenamiento en la memoria deldispositive | 1+2+3 Arranque seguro | El dispositivo debe contar con mecanismos 10T, debe poderse demostrar que los
3.1.4. Interfaces de comunicaciones de arranque seguro. cambios de configuracion se aplican en el
3.1.5. Software, firmware y unidades de proceso 1.5.4 Proteccion ante Los dispositivos deben estar protegidos ante otro dispositivo.
8.1.6. Servicios de intercambio de dates debuggin el uso no autorizado de funciones de prueba | 2.3 Unicidad de Los parametros criticos de seguridad, como
3.2,  Requisitos no técnicos o debugging. parametros contrasenas, identidades, etc., deben ser
3.21. Documentacion 1.5.5 Gestion de la El dispositivo debe contar con un sistema de criticos de unicos por dispositivo, generados en su
8.2.2. Procesos de desarrollo seguros configuraciony gestion de actualizaciones para evitar el uso seguridad fabricacion y no devueltos a valores
3.2.3. Gestion de vulnerabilidades . R . . R
P — actualizaciones de software desactualizado en sus genéricos universales.
225 Privacidad interfaces. 24 Obtencion de Los parametros criticos de seguridad, como
3.26. Incumplimiento de requisitos 1.5.6 Verificacién de la | El dispositivo debe contar con procesos para parametros contrasenas, identidades, etc. no deben ser
4. Checklist actualizacionde | asegurar la autenticidad e integridad de las criticos de faciles de obtener mediante procesos
i1 R software actualizaciones de software y firmware. seguridad automaticos o informacion pubica.
1. equisitos técnicos - — - - — r = P -
4.1.1 Eentidad de dispositivos y sistemas loT 1.5.7 Automatizacion Se deberian emplear métodos automaticos 2.5 Seguridad de los Los parametros criticos de seguridad deben
4.1.2. Configuracién de dispositivas de periodicos para la actualizacion del software parametros adaptarse a criterio de seguridad como
4.1.3. Almacenamiento en la memoria deldispositive actualizaciones o firmware. Un usuario autorizado deberia criticos longitud, complejidad, proceso de
4.1.4. Interfaces de comunicaciones ser capaz de deshabilitar, posponer o generacion de claves, procesos de gestiony
4.1.5. Software, firmware y unidades de proceso habilitar las actualizaciones. almacenamientos seguros.
4.,1.6. Servicios de intercambio de datos

4.2. Requisitos no técnicos
4.2.1.
4.2.2,

Documentacion
Procesos de desarrollo seguros
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Industry and International support UNA CIUDAD CONECTADA
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Stakeholders benefits UNA CIUDAD CONECTADA

Local government: loT digital infrastructure harmonization.
Technological vendors: alignment with a technical definition.
Service providers: management capacity and competitiveness boost.

Municipal areas: provider agnostic (higher competency and
transparency).

Research and academia: new collaboration and funding opportunities.
Citizens: engagement and co-creation enabling.

Education: digital and future skill courses and capacities.
International community: network of |oT living labs.
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Contact UNA CIUDAD CONECTADA

Fernando Alvarez
Digital Office - Madrid City Council

Asuncion Santamaria
CEDINT - Universidad Politecnica de Madrid

Guillermo del Campo
CEDINT - Universidad Politecnica de Madrid

@ https://iotmadlab.es/en/

[ https://www.linkedin.com/company/iotmadiab/
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