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Goals

• Harmonize future smart city implementations. 
o Identify open, neutral and interoperable IoT protocols and data models: 

technical requirements.

o Enable interaction among municipal services.

• Boost Public-Private Innovation towards optimization and 
competitiveness:
o Technological providers: devices, platforms, solutions, 5G operators.

o Municipal services providers: management, applications, city platform.

o Citizens: end user engagement & gamification.

o Training and education: new skills for students and unemployed.

o GovTech: digital government transformation.

• Urban Smart Spaces as living labs:
o Laboratory environment.

o University campus controlled environment.

o Real urban environment (one in each of the 21 city districts).



Working Groups: Services



Indoor Laboratory: testbed and control panel



Outdoor Laboratory: Smart space in a controlled area



RV/AR Laboratory: Digital Twin development



Smart Spaces in Madrid city



SUS#1 Casa de Campo

Outdoor exercise facilities

Parks and green areas

Mobility cameras

Parking areas

Waste bins and cans

VR digital twin experience

Street lighting fixtures

Citizens interaction

Integration in a 5G corridor

Bike lane



SUS#1 Casa de Campo



SUS#2 Valdemingomez



SUS#3 MercaMadrid



IoT Network ReferenceArchitecture



Cybersecurity

Collaborative work: between Madrid City (CCMAD) and UPM (GB2S and RSTI R&I 

Groups).

Global focus: cybersecurity threats in all IoT layers within a Smart City.

Real implementation: theoretical analysis and experimental validation in EUIs.

IoT devices and communications 5G environments

Cyber-situational awareness



Cybersecurity

Cybersecurity for IoT devices and communications

Cybersecurity for 5G environments

Cyber-situational awareness for Smart Cities

Development of 

evaluation 

methodologies

Virtualized security 

testing infrastructure 

design

Analysis of risk 

management 

methodologies

Intrusion detection 

based on AI

Design of control 

console for assets 

monitorization

5G Security 

architecture analysis 

Study on threats and 

security challenges in 

5G

Experimental testing 

and validation

AI integration in 

decision-support 

systems

Theoretical analysis of 

IoT ecosystems and 

within the Smart City 

paradigm

Vulnerability analysis

Laboratory threat 

testing

• Lightweight cryptography

(extreme conditions) 

• Suitable ciphers selection: 

• ASCON -new standard-

(symmetric) 

• Elliptic Curves (asymmetric) 

• Security analysis: 

• Conventional cryptological

attacks

• Side channel attacks



Cybersecurity

Requirements Checklist



Industry and International support



Stakeholders benefits

Local government: IoT digital infrastructure harmonization.

Technological vendors: alignment with a technical definition.

Service providers: management capacity and competitiveness boost.

Municipal areas: provider agnostic (higher competency and 

transparency).

Research and academia: new collaboration and funding opportunities.

Citizens: engagement and co-creation enabling.

Education: digital and future skill courses and capacities.

International community: network of IoT living labs.



Contact

Fernando Alvarez

Digital Office - Madrid City Council

Asuncion Santamaria

CEDINT - Universidad Politecnica de Madrid

Guillermo del Campo

CEDINT - Universidad Politecnica de Madrid

https://iotmadlab.es/en/

https://www.linkedin.com/company/iotmadlab/
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